PAPER A


The Northern, Yorkshire & Humberside

NHS Directors of Informatics Forum

Information Governance Sub-Group

Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
Minutes of the Meeting held on Friday 12 October 2018, 13:00 – 16:00hrs
Present:

	Name
	Initials
	Organisation

	Sue Meakin
	SMe
	NLaG

	Linda Da Costa
	LDC
	NLaG

	Derek Stowe
	DS
	Rotherham

	Caroline Million
	CM
	eMBED

	Peter Wilson
	PW
	STH

	John Wolstenholme
	JW
	SHSC

	Karen Robinson
	KR
	HFT & HEY 

	Ann Johnson
	AJ
	HFT & HEY

	Gurshon Nubour
	GN
	Embed

	Steve Massen
	SM
	RDaSH

	Helen Harris
	HH
	Doncaster CCG

	Kay Hill
	KH
	HDFT

	Jo Higgins
	JH
	HDFT

	Tracy O’Mullane
	TO
	Humber

	Andy Nutting
	AN
	Leeds CC

	Barry Jackson
	BJ
	Embed

	Rachael Nicholson
	TN
	MY

	Roy Underwood (acting Chair)
	RU
	DBTH

	Adam Mosley
	AM
	The Retreat York

	Liza Broughton
	LB
	STH

	Martin  Moorhouse
	MM
	MY

	Andy Nutting
	AN
	Leeds CC

	Sandip Gaattaure
	SG
	Leeds CC

	Hayley Silverwood
	HS
	LOCALA

	Mat Washington
	MW
	SWYT


1. Apologies:
	Amy Cooper
	AC
	Sheffield TH

	Jenny Cope
	JC
	Airedale

	Nerissa Leyland
	NL
	Leeds Com

	Caroline Britton
	CB
	Mids Lancs CSU

	Joanne Robertshaw
	JR
	RDASH

	Lynne Trickett
	LT
	RDASH


	
	
	ACTION

	
	Presentation:Information Sharing Gateway - Sandip Ghattaure, Leeds City Council

Sandip provided an overview of the system. The Information Sharing Gateway (ISG) has been developed by a sub-group of organisations in the Lancashire & Cumbria IG Group in order to improve and modernise the administration and risk assessment of information sharing in the public sector. It has been designed by IG specialists, for IG specialists, to support their IG reporting on data flows and information sharing (principally to IG Toolkit).

The development was funded by the LPRES programme in Lancashire, to support the use of the LPRES healthcare information exchange platform. It is a generic tool and is not ‘tied’ to use with LPRES, although it is developed with the needs of sharing via interoperable systems in mind. It is a ‘next generation’ Sharing Framework that will adequately support electronic information sharing across care boundaries in a way that current, paper-based systems cannot. The purpose of this system is to provide assurance that the information being shared, managed and processed will be done so in such a way that is Data Protection Act compliant. It centralises and shares key resources in a way that is accessible and transparent.
You can record all your data sharing agreements, data flow lists including DPIAs, and set up a list of assets. It has the ability to export the information,  there is a dashboard which lists all the sites using the gateway and includes sharing partner organisations.  The systems have a Sandpit area which you can test out. 

Sandip will send the slides to SMe for circulation. 

	SMe

	
	 INTRODUCTION

 Due to attendance of new members, round the table introductions were made.
	

	2.
	  Minutes of the last meeting held on 13 July 2018 – Paper A
The minutes of the last meeting were agreed as a true record.
	

	

	3.
	Action Points – Paper B
The actions were closed or updated as required on the action log, confirming all pre-existing actions are now completed.  New actions logged.

	

	

	4.
	Current DPA Legislation 
SAR –SMe asked the group if anyone had received any verbal SAR requests. NLaG have had a number of requesters refusing to complete a form. The group agreed that there needs to be a central point of contact for all SAR requests. The service should process the request using the method preferred by the requester. In ensure that the information is being released to the correct person, the requester would need to bring in ID before the information is released, or ask them to scan in their ID and send in the declaration documentation.

Humber FT does not post out SAR documentation, patients are asked to collect their information from a number of different sites. At Sheffield all SAR’s are sent out via Royal Mail second class, the only requests sent via special delivery are complex cases?
Organisations are encouraging requesters to receive their records electronically. STH said that some solicitors are still sending in £10 to cover the costs!
SMe asked if anyone had charged for a SAR yet, JH and KH stated that they had received a SAR request which asked for two copies of the information one for themselves and the other for their mother. The requester was informed that there would be a charge for the second copy, so they decided not to have an additional copy.
	

	

	5.
	Regional/National Event Updates
CM had recently attended Act now conference, there is another coming one being held in November in Leeds, they are free. One on the 7th November and one to be held in Durham on the 20th November https://www.actnow.org.uk/courses/2643   
PDP had recently held there conference nothing new to be reported however this conference which was held in London attracted a great deal of interest from private companies. 
At the UK Health Show Dame Fiona Caldicott talked about the bill which is going through – she just an advisory voice and will not change what she does. Richard Corbridge from Leeds hospital presented his “Axe the fax” campaign. How he is going to get rid all the fax machines within the NHS. 


	

	

	6.
	IG Education/Personal Development Updates
Act now are doing a new IG certificate which is £1700 for a 4 day course. BCS CISP systems security. NHS digital ran a training session as a pilot for board level. 
https://www.actnow.org.uk/basic 

https://www.actnow.org.uk/igcert 


	

	7.
	Data Security and Protection Toolkit
Spot Checks – STH stated that they have been carrying out some spot checks, it has worked really well and identified a number of issues. The spot checks haven’t all been planned, notification was sent out to say that spot checks would be carried out during a set period. STH agreed to share the audit template they used.
Training Analysis –KR HFT have concerns about the scale of the training analysis requirement in the DSP for key staff groups. Has anyone undertaken the exercise or are in the process of analysis? Response from the group – none of the organisations present had undertaken this analysis.

Staff questionnaire/survey required as part of the assertion evidence. Uploading the evidence mixed views Sue going to feed back to NHS Digital 

HEY will be having their Internal DSPT Audit soon.  They are being audited on 4 of the assertions focusing on the mandatory requirements.  

SMe is meeting with Audit Yorkshire next week to discuss what is going to be included in NLaGs audit and to look at potentially combining it with the scheduled GDPR audit.
Pseudonymisation Audit is a new requirement – SMe emailed NHS digital to find out if they are planning to provide any guidance/criteria for the audit. Response - develop your own using guidance published for anonymisation de-identification and pseudonymisation. SMe to circulate the email response from NHS Digital.

	LB
SMe
SMe

	 

	8.
	Confidentiality, Data Protection and Freedom of Information

DS and PW raised the GIRFT DSA. The group discussed a document which claimed to be a data sharing agreement from the SOUTH YORKSHIRE AND BASSETLAW INTEGRATED CARE SYSTEM concerning GIRFT (Getting it Right First Time) data which had been discussed and agreed at the provider clinical reference group that was then sent by Prof Des Breen to various colleagues across STH, Chesterfield Royal, DBH, Barnsley, TRFT, Barnsley CCG, Bassetlaw CCG, Doncaster CCG, Rotherham CCG, Sheffield CCG, Wakefield CCG and South Derbyshire CCG.

It was felt that due to the lack of information contained within the document and as no legal basis for sharing identified, it could never be classed as a DSA and if any patient data was being shared with the above, it would clearly be a breach of governance. It is believed that no DPO or SIRO involvement took place nor was a DPIA carried out and it would appear that the ICS is just working in isolation and not consulting with the IG expertise across the patch. 

It was only because RCCG happened to share the document with DS that he was made aware of it.

Discussions around whether the ICS had proper Information Governance in place to advise on such documents and when it all goes wrong, it will be the organisations, not the ICS who get the ICO bearing down on them.

	

	

	9.
	Data and IT /Information Security
Open discussion about Apps Approval – are organisations allowing clinical staff to use Apps to communicate? What process do they follow to seek approval before the App can be implemented? 
DS- Rotherham all requests go through Service Desk – Security checks carried out by DPO if ok then would go through for approval.  Roth – looking at using WhatsApp for a location base to have 9 community people in a group. 
STH looking at Forward Health which is a free App, more secure than WhatsApp. It’s a secure method of communication designed to help health care professionals. If approved the plan is to roll out in Obs and Gynae.

There is a need to keep ahead with technology; staff will always be looking for better ways to communicate using their mobile devices.
BMA have issued some Social Media Practical guidance for doctors.
SMe to send out NHSApps 
Question from NYHDIF – 

Brexit is due for completion on 29th March 2019. Have any Trusts got IT and/or business continuity plans focused on the impact of Brexit and specifically data processing. If not, are there plans to do anything in this space and if so can these plans be shared with NHS senior colleagues.

Are there any risks?
I don’t think we identified any risks other than the pharmacy which has already been acted upon?

	SMe

	

	10.
	Any Other Business
DS – Received its first response SIRI from the ICO – the incident was related to a letter about child in foster care. Social Services couldn’t make the appointment; the biological parents requested a letter stating that SS couldn’t attend. The letter was sent to the biological parents but it had the foster parent details. After answering further questions, providing supporting documentation the ICO have issued no further action to be taken.
	

	
	
	

	
	Date and Time of Next Meeting
Friday 9 November 2018, 13:00 – 16:00, Lecture Room, Goole and District Hospital, Woodland Avenue, Goole, DN14 6RX.
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